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Hi Mum and Dad, this is my
new number. My phone is
broken. Please send me a
message on WhatsApp!
0458902053

Your overdue final toll invoice
has been put on hold, please
deal with it promptly,
details:rebrand.ly/Oosbimg

Hi Dad, my phone won't turn
on anymore. this is my
temporary number i can't
receive all my messages can
you send me a message on
WhatsApp?

General message MyGov, Your
$12,688.52 Refund has been
delayed, kindly visit to https://
studiomargate.co.uk/secure/
Mygovaustralia to finalize the
process.
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ANZ ALERT
Due to a suspicious payment
request your ANZ Internet

ANZ: Access to your online Banking has been temporarily
banking has been suspended. restricted. Pease visit https://
Please visit https://s3- anz-banking4.com/
secureanz.com for more immediately to verify your
information. accounts.
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Your device is infected with the

FluBot® malware
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| ACCC

$2+ billion’

Total combined losses reported to Scamwatch, ReportCyber,
12 financial institutions and government agencies

(%92 9 5{8A]

$324 million ass%
: 2021
Amount reported lost to : A $324m
Scamwatch : 2020 7

$176 m
2019 A/

: $143m :
286,622 A33% A84% since 2019

reports to Scamwatch : Average loss: $12,742
216,087 reports in 2020 :
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Top scams by loss as reported to Scamwatch

Investment scams

$177 million
Lost to hacking
oo $3 million
'OT;GM:,E,C,::‘ g Threats to life, kel
arrest or other Online shopping
$11 million scams
° $8 million Phishing scams
False billing ° $4 million
$17 million
Identity theft
Remote access $10 million
scams Classified scams
$16 million [ $7 million
1 2 3 4 5 6 7 8 9 10
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Cryptocurrency scams

Romance baiting

Celebrity Endorsement Scams
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SCAMMER GIRL

He was a boy. She was a bot.
Can [ make it anymore obvious?

»  Australian Federal Police
MY 71883 A0T7AOT—

53480« ®
Celebrate Valentine's Day by watching some classic
rom coms: LEBICER send money
r

From the producers of
My Best Friend's Bot
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18-24 35-44 45-54

Age

B Reports

u -

Under 18 25-34 55-64 65+
B enr e

0%
Losses $366.00 L es $48 o5 $58
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